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"drm_type": "<DRM &F>"

"site_id": "<A}O|E ID>"

"user_id": "<AFEXt ID>"

"cid": "<2EIE ID>"

"policy": "<base64(aes256(Z0|MA &g #HH EFE E HO|E))>"
"timestamp": "<yyyy-mm-ddThh:mm:ssZ &4lo| EZ R&EM LS A[ZH(GMT)>"

"hash": "<base64(sha256 (3ilA| HIAIX]))>

Name Value Required Description

DRM &= (“NCG’, “Widevine”, “PlayReady”,

drm_type strin No
-typ & “FairPlay”), 7|22} : “PlayReady”
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site_id string Yes PallyCon A{H| A0 A 2ZHE2 MH|A AIO|E ID
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"drm_type" :"Widevine"

"site_id" :"ABCD"

"user_id" :"LICENSETOKEN"

"cid" :"sample-content-id-6123"

"policy" :"uZOALHJDHAZKc9pICii6Hog46frSIl+to/WbfB8uqliQVjGwKOLw400onRM743
"timestamp"” :"2018-04-14T23:59:59Z"

"hash" : "QkM4NDVGMDMxRUE4MDMONUMzQUE4MTgyMTA4QTQ2QjQyNEFBNTJCNkQ1QjhGODg
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"playback_policy": {
"limit": <true|false>,
"persistent”: <true|false>,
"duration" : <int(seconds)>,
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0
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"expire_date": "<yyyy-mm-ddThh:mm:ssZ F(GMT)>"

I
"security_policy": {
"hardware_drm" : <true|false>,
"output_protect": {
"allow_external_display" : <true|false>,
"control_hdcp": <@]|1]|2>
e
"allow_mobile_abnormal_device" : <true|false>,
"playready_security_level": <150|2000>
iE
"external_key": {
"mpeg_cenc": {

"key_id" : "<hex-string>",
"key" : "<hex-string>",
"iv" : "<hex-string>"
e
"hls_aes" : {
"key" : "<hex-string>",
"iv" : "<hex-string>"
e
"ncg" :{
"cek" :"<hex-string>"
'



Name Value
playback_policy  json

security_policy json

external_key json

Required
No

No

No

Description
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playback_policy {#playback-policy}

Name Value
limit boolean
persistent boolean
duration number

expire_date  string

Required

No

No

No

No

security_policy {#security-policy}

Name

Description

7|2HH| Mg o] (7|22t false)
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hardware_drm

output_protect

allow_mobile_abnormal_device

playready_security_level

Value

boolean

json

boolean

number

Required

No

No

No

No

security_policy.output_protect {#output-protect}

Name Value

allow_external_display = boolean

control_hdcp number

external_key {#external-key}

Name Value Required
mpeg_cenc  json No
hls_aes json No

ncg json No

Required

No

No
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Description

CENC 2|8 7| HE M3 - PlayReady/Widevine
(AN 72 &HE)

HLS AES 2|5 7| Y& M7F - FairPlay Streaming
(AL 72 &FE)

NCG 2% 7| &2 4 (M 74 &=x)
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Name Value Required Description
_ hex- DASH CENC 7| Z/(PlayReady/Widevine) A| A5t
key_id ) No .
string key ID 16byte hex string %}
hex- DASH CENC m{7|& Al ALt key 16byte hex string
key ) No
string w
) hex- _ S .
iv o No DASH CENC I{7|Z& Al AH2Stiv 16byte hex string 2X
string
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Name Value Required Description
y hex- N HLS Sample AES 1H7|Z(FairPlay Streaming) Al Af26t
e 0
Y string key 16byte hex string %}
hex- N HLS Sample AES T{7|Z A| AFESt iv 16byte hex
iv 0
string string 4%
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Name Value Required Description
cek hex-string ~ No NCG {7 |& Al AtESt cek 32byte hex string 2t
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"playback_policy"
"limit": true
"persistent": false
"duration” 300
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{
"playback_policy" :{

"limit" :true,

"persistent" :true,

"duration” :3600,

"expire_date":"2018-04-20T723:59:59Z7"

15
"security_policy" :{

"hardware_drm" :true,

"output_protect": {
"allow_external_display" :false,
"control_hdcp" :1

e

"allow_mobile_abnormal_device" :false,

"playready_security_level" :150

I
"external_key": {

"mpeg_cenc": {

"key_id" : "30313233343536373839616263646566",
"key" : "30313233343536373839616263646566",
"iv" : "30313233343536373839616263646566"

IE

"hls_aes" : {

"key" : "30313233343536373839616263646566",
"iv" : "30313233343536373839616263646566"

IE

"ncg" :{
"cek":"30313233343536373839616263646566303132333435363738396162

}

}
}
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<Access Key>WidevineABCDLICENSETOKENsample-centent-id-0123uZ@ALHJDHdZKc9pIC

2Ct7| sha256 + base64 EXE (Z|5 HEH)
QkMANDVGMDMxRUE4MDMONUMzQUE4MTgyMTA4QTQ2QjQyNEFBNTJCNkQ1QjhGODgTNUETMDI2NjQ
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- mode : CBC

- key : 32 byte (PallyCon AH|A AO|EOIAM HZE AOIE F])
- iv : 16 byte ( ©123456789abcdef )

padding : pkcs7
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